USER

Control Access: Control what and who to share with, with edit, share, read-only,
and view-only permissions.

Groups: Create pre-defined user groups for easier sharing of encrypted email and
files with internal teams.

Revoke Access: Unshare files on demand or set an automatic unshare date for a
pre-set day.

Restrict Access: Restrict the sharing of files to only trusted individuals.
Cloud Mode Option: Store + Edit your files in the cloud without creating a copy on

your device. Frees storage on your computer + streamlines data control for the
organization.

ADMIN

User Management: Add, remove, view users individually or as groups.

Device Management: Control access to PreVeil on authorized devices. View and
lock devices on the authorized device list at any time.

E-discovery + approval groups: IT Admins can access all encrypted emails

and files as needed, but only with authorization from 1 or more other users in
predefined Approval Groups™. The result is encrypted data is accessible but still
fully protected from attacks on individual Admins and Insider Threats.

Organization policy rules: Define system default product settings for your
company. Examples include; managing local file sync on share or prompting for
Outlook integration during account creation.

Advanced Logging with optional automated export to SIEM: Tamper-proof
logs record every important User, Admin and System action, and can be easily
decrypted for sharing with third party SIEM systems.



» Collaborate: Changes made to a shared file are automatically updated for everyone
with the appropriate access permissions. Microsoft Add-ins provide automatic
alerting regarding shared documents being edited by others.

» Trusted Community: Ensure that sensitive data is shared only with individuals or
organizations that have been predetermined as trusted and capable of securely
handling the data themselves.

» Selective Sync: All content is maintained encrypted in the cloud but users can sync
selected folders as needed to their device for faster access or offline work.

» PreVeil access for 3rd parties that are not already PreVeil users: When you share
COLLABORATION encrypted files or messages with 3rd parties for the first time, they create access
to the PreVeil Express browser portal in minutes. 3rd party access is free and
unlimited.

» Email Gateway: Facilitates seamless encrypted email exchange beyond the PreVeil
network via an Email relay so that 3rd parties can interact with PreVeil enterprise
users without the 3rd party having any knowledge of PreVeil.

» Storage on AWS Gov Cloud for defense contractors: Ensures the highest reliability
and resiliency available with data durability at 99.999999999%.

» No key management required: All keys are generated and managed securely by
the system without user intervention.

» Auto-encrypt: Use any predefined keyword (ex. CUI, ITAR, FCI, ENCRYPT) in the
SECURITY email Subject Line to trigger auto-encrypt.

Kokosing is a construction company with 1,800 employees and multiple DoD
projects who used a PreVeil enclave to simplify compliance + save money. They

k”k‘)ﬁing % onboarded PreVeil in 30 days and achieved a perfect 110/110 JSVA score, which
will be directly transferable to CMMC Level 2 certification when CMMC is finalized.
Read their case study.



https://www.preveil.com/wp-content/uploads/2024/04/Preveil_Kokosing_110_Case_Study.pdf



